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 Substation automation evolution.

 Challenges: Physical testing v.s. 

model-based testing.

 The solution for today’s challenges.

 Experimental results.
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TYPHOON HIL IS HIL TEST SOLUTION PROVIDER
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HIGH FIDELITY, REAL-TIME EMULATION OF ELECTRICAL SYSTEMS
COUPLED WITH MECHANICAL, THERMAL AND SIGNAL DOMAINS
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Evolution
In substation automation
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Evolution in Substation Automation Systems (SAS)
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IEC 61850 Process Bus, 

• Sampled Values

• GOOSE

IEC 61850 Station Bus, MMS

Substation Level Controller

Digital Substation Architecture
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Challenges 
Physical vs Model Based Testing
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Physical testing vs model testing

Challenges

VSPhysical Testing

Component-by-component testing.

Static test, current and voltage injection testing.

Hard to test edge cases and interoperability.

Manual protection testing (labour-intensive).

Model-based Testing

Whole system testing. 

Dynamic test, model-based testing.

Easy to test edge cases and interoperability.

Fully automated protection testing (labor-light).
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The Solution
for today’s challenges
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IEC 61850 Process Bus, 

• Sampled Values

• GOOSE

IEC 61850 Station Bus, MMS

Substation Level Controller

Model-Based HIL Solution for Testing Digital Substation

Substation Level Controller

Level 0 (simulated in a HIL device)

▪ Process intelligent Switchyard, 

▪ Sensors, 

▪ I/Os

Level 1 

▪ Bays IEDs

Level 2 

▪ Substation SAS

A switch with IEEE 1588v2 PTP GMC

A real- time simulator (HIL device)
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Substation Testbed
GPS time synchronization

Centralized protection device with MUs

•Up to 30 IEC 61850 SVM 

streams.

•Interface your controller via 64 

analog outputs, 32 analog inputs, 

64 digital inputs, and 64 digital 

outputs.

•Up to 8 standard processing 

cores.

•Real-time emulation of non-linear 

machines with spatial harmonics.

Typhoon HIL606 device

High-fidelity real-time models

IEC 61850 / 61869 Protocol Toolbox  

PRP capability

Modular HIL Connect
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 New HIL Compatible Devices: Integration of ABB SMU615 and 

ABB REX640.

 Communication Protocols:

◼ IEC 61850 SV

◼ IEC 61850 GOOSE

 Network Reliability: 

◼ Parallel Redundancy Protocol (PRP).

 Time Synchronization: 

◼ Full Precision Time Protocol (PTP).

 Complex Substation Model: 

◼ Detailed simulation of an interconnected substation.

A virtual replica of the digital substation system.

Success Stories: National Grid UK vPAC project

GPS master clock

DELL server with vSSC600

REX640 and SMU615

Switches PRP managed

Panel PC for the webHMI 

Typhoon HIL606 device with PRP

Modular HIL Connect

DELL server with vSSC600
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 HIL Compatible Devices: Integration of ABB REX640 and ABB 

REF615.

 Communication Protocols:

◼ IEC 61850 SV

◼ IEC 61850 GOOSE

 Network Reliability: 

◼ Parallel Redundancy Protocol (PRP).

 Time Synchronization: 

◼ Full Precision Time Protocol (PTP).

A virtual replica of the digital substation system.

Success Stories: ABB ELSE vPAC project

SSC600

3 x REF615, and REX640

Panel PC for the webHMI 

Typhoon HIL606

Modular HIL Connect
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 Real-time substation model of 10 bays.

 Communication Protocols:

◼ IEC 61850 SV

◼ IEC 61850 GOOSE

 Network Reliability: 

◼ Parallel Redundancy Protocol (PRP).

 Time Synchronization: 

◼ Full Precision Time Protocol (PTP).

A virtual replica of the digital substation system.

Success Stories: Red Hat vPAC project

Panel PC for the webHMI 

Advantech Industrial Switch (LAN A)

Advantech SSC600 SW (Red Hat OS) 

Typhoon HIL606

Advantech Industrial Switch (LAN B)

GPS master clock
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 Real-time substation model of eight bays.

◼ Testing of virtualized MUs and SSC600 device.

◼ Testing in early phase of the project.

 Communication Protocols:

◼ IEC 61850 SV

◼ IEC 61850 GOOSE

 Network Reliability: 

◼ Parallel Redundancy Protocol (PRP).

 Time Synchronization: 

◼ Full Precision Time Protocol (PTP).

A virtual replica of a digital substation system.

Success Stories: Digital Substation GedLux
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Experimental Results

prof. Zoran Stojanovic
Head of Relay Protection Laboratory at the School of Electrical Engineering, University of Belgrade.

ABB Support Team

Credits:
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Model-Based HIL Solution for Testing Digital Substations with 
Centralized Protection

A switch with IEEE 1588v2 PTP GMC

A real- time simulator (HIL device)

ABB SSC600

IEC 61850 Process Bus, 

• Sampled Values

• GOOSE

ABB ZEE600

IEC 61850 Station Bus 
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Model-based HIL solution laboratory setup 

Testing Digital Substations with Centralized Protection

Switch with GPS master clock source

Typhoon HIL606 device

ABB SSC600 device
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 Model consist of 10 (ten) bays

 The testing objectives:

◼ Differential protection of the busbar testing (ANSI 87B - Bus Differential)

◼ Overcurrent protection of the busbar testing (ANSI 51 - AC Time Overcurrent Relay)

◼ Overcurrent phase-to-phase feeder testing (ANSI 51 - AC Time Overcurrent Relay)

◼ Directional overcurrent testing (ANSI 67 - AC Directional Overcurrent Relay)

Overcurrent and selectivity testing 

ABB SSC600 experimental results
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Differential protection of the busbar

 The capture represents the 

results from secondary phase to 

phase (B-C fault) fault on the 

busbar.

 The SSC600 differential 

protection scheme is performed 

without time delay.

 In the SCADA panel you can see 

that the transformer contactor on 

the secondary side tripped.

ABB SSC600 experimental results
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Overcurrent protection of the busbar

 The capture represents the 

results from secondary phase 

to phase (B-C fault) fault on the 

busbar.

 The SSC600 overcurrent 

protection scheme is tested 

with the 100ms trip delay

 In the SCADA panel you can 

see that 

the transformer contactor on 

the secondary side tripped.

ABB SSC600 experimental results
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Overcurrent protection of the feeder

 The capture represents the 

results from secondary the 

phase to phase (B-C fault) fault 

on the feeder number three.

 The SSC600 overcurrent 

protection scheme is tested with 

the 500ms trip delay

 In the SCADA panel you can see 

that the feeder contactor is 

tripped.

ABB SSC600 experimental results
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Directional overcurrent fault

 The capture represents the results from 

secondary the phase to phase (A-B 

fault)

 This test is performed on feeder 10

 The SSC600 directional overcurrent 

protection scheme is tested with the 

40ms trip delay

 The contactor on feeder 10 tripped (not 

visible here).

ABB SSC600 experimental results
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 ANSI 87: This test checks the Differential Protection Function reaction to 

faults within the protection zone using TyphoonTest

 Total test number is 15.

 Duration of test execution is 02 minutes and 35 seconds.

Fully automatize of differential protection testing

Differential protection testing results

𝑖𝑂𝑝 = 𝑖1(𝑅𝑀𝑆)
− 𝑖2(𝑅𝑀𝑆)

𝑖𝑅𝑒𝑠 =
𝑖1(𝑅𝑀𝑆)

+ 𝑖2(𝑅𝑀𝑆)

2
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 Automatic detailed report generation, with all API calls, images, tables and 

more through both interactive Allure reports and static PDF reports.

 Rich TyphoonTest API with system level substations testing in mind for.

 Code-based testing for added flexibility and change updates which are 

easy to track.

 Reduced effort of maintaining and scaling your tests

Test automation benefits

Differential protection testing results
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Thank you for your attention!

June 2025

Simisa Simic

Application engineer at Typhoon HIL

simisa.simic@typhoon-hil.com

Prof. Zoran Stojanovic

Professor at ETF Belgrade

stojanovic@etf.rs

Silvia Bardi

Senior Grid Modernization Solutions Manager at Typhoon HIL 

silvia.bardi@typhoon-hil.com
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