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Main CS risks in OT environment 
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Typical dataflow in Substation Today
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Main Challenges :

• Interoperability between 

multiple suppliers

• Security by default to ease 

operation and maintenance 

• Deployment of 

Cybersecurity Controls for 

system ( inventory, Remote 

access, Authentication, 

monitoring )
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Cyber Security Landscape:

Energy Companies
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OT cybersecurity standards for products and solutions

IEC 62443: Security for industrial automation and control systems
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layers Schneider Electric selected the IEC 

62443 as its core cybersecurity 

standard at OT system and 

product level as well as IEC62351 

for Power Management solution

Asset owner

operator

System Integrator

Product / solution 

provider

Sections 2-1, 2-3, 2-4

Sections 2-4, 3-2, 3-3

Sections 3-3, 4-1, 4-2

IEC 62443

Apps, Analytics & Services

Edge Control

Connected Products

Covering also Local regulation like ANSSI Classe 2, BDEW
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Cybersecurity challenges at multiple layers
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Cybersecurity by « Design »
products, solutions, software
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Cybersecurity integrated in System
Delivery with security controls and practices during project

Cybersecurity services for the complete lifecylce
Consulting, iintegration and  managed security services

ProtectPermit Detect Respond
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Connected 

Products

Edge 

Control
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