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Challenges to digitization
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Main CS risks in OT environment
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Typical dataflow in Substation Today
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Cyber Security Landscape:
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OT cybersecurity standards for products and solutions

IEC 62443: Security for industrial automation and control systems

Schneider Electric selected the IEC
62443 as its core cybersecurity
standard at OT system and
product level as well as IEC62351
for Power Management solution
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IEC 62351 Parts 3-6, 11 — Security Standards for IEC TC57
Communication Standards

62351-3:2014

Profiles
Including
TCPI/IP

IEC 60870-6 (TASE.2  Yes
/ ICCP)

IEC 60870-5 Part 104

IEEE 1815 (DNP 3) Over TCP/IP
IEC 61850 Over TCP/IP
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Cybersecurity challenges at multiple layers

(8 Permit @ Protect Q Detect @ Respond

Cybersecurity services for the complete lifecylce

Consulting, iintegration and managed security services

Cybersecurity integrated in System

Delivery with security controls and practices during project

Cybersecurity by « Design »

products, solutions, software
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EcoStruxure™ Cybersecurity offers in scope

EcoStruxure™ Security Architecture
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https://www.se.com/ww/en/
https://www.facebook.com/SchneiderElectric
https://www.linkedin.com/company/schneider-electric/
https://www.youtube.com/user/SchneiderCorporate
https://twitter.com/SchneiderElec
https://www.instagram.com/schneiderelectric/
https://blog.se.com/

	Diapositive 1 Cybersecurity
	Diapositive 2 Challenges to digitization
	Diapositive 3 Main CS risks in OT environment 
	Diapositive 4 Typical dataflow in Substation Today 
	Diapositive 5 Cyber Security Landscape:
	Diapositive 6 OT cybersecurity standards for products and solutions 
	Diapositive 7
	Diapositive 8 Cybersecurity challenges at multiple layers
	Diapositive 9
	Diapositive 10 Closing slide with legal line

