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INCREASING DYNAMIC RESPONSE AND COMPLEXITY

2
Pre-1970s Through 21st Century Today and the Future l

-©@ Qv O
Time Scale @ ﬁ\

1s

Relative
Complexity

Transmission Distribution
- High Inertia - slow reaction - Low inertia - fast reaction

- Passive Distribution - Active Distribution

- Unidirectional distribution - Intermittent generation

- Schedulable generation sources

- Local, slow protection - Storage

10 ms

- More Wide Area Control & Comms
‘ - High dependance on communication
systems.

- High penetration of inverter-Based
Technologies (IBR, HVDC, FACTS)
- Dynamics dependant on
controls and protections
- Control interactions
- Low short-circuit

50 us
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v
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W Inter
OPERA

Enabling multi-vendor HVDC grids

HEL

interoperability of
multi-vendor high-voltage
direct current (HVDC) grids

InterOPERA, funded by Horizon Europe, brings 21 European partners together from
across the wind generation and transmission value chain to unlock the potential of
multi-vendor HVDC systems and to foster transition of the European energy sector.

Disclaimer

Co-funded by «ho oot
the European Union A
hem.

INTEROPERABILITY

Numerous |IEDs on the field
Many comm. Protocols A

e 37_ -~ Multiple vendors T
~—— g f’.‘_ — - “?_?
= __.4-;— —‘]\; __'r—_‘ __ — NP % ‘,vr b ; ) Power Plant
s 7 2 Y g e (N W™ M-
agRl (T i
AU - O e s = 5
‘ %
RENEWABLES S o
Decen‘FraIized produc.tion ~ ey 'J;| o | _:__—
Intermittent (solar, wind) A=l ——— ——
. _ = = e—— o—— o—— -
Multidirectional power flows (L ~ =—er

Microgrids

GRID OPERATION

Huge amount of controllable components
Naturally unstable N
Need for synchronization
High QoS expected
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https://eepublicdownloads.blob.core.windows.net/public-cdn-container/clean-documents/Publications/RDC%20publications/DESAP_joint_report_on_common_TSO-DSO_challenges

E+News+alerts&utm_campaign=42a66a6ed2-EMAIL_CAMPAIGN_2024_04_05_01_10_COPY_01&utm_medium=email&utm_term=0_-2411c18a3d-97062916

TSO-DSO Challenges &

Opportunities for the
Digital EU Electricity System

DCOO
ENTITY

Executive summary

he report underscores the EREGSNRSSENOREISIESISANaR

connected via ir 'IJL.[_'IEH.-;_'I”

nologies ename improved

= L:'Z""HT'..

licat r"1| 1ter rH;:,_x;

fn—..-.-‘: r.,..ll 1g fng-:—* '-:—-;:h-
] ACross the

lifecycle of grid assets r”JrT developme r.l and :.I_1 ning lJ operat "h,I monitorir 1g

and scenario simulation

The power system faces several challenges today,
neluding a rapid increass of distributed ensergy resources
that must be integrated into the system, which requires
coordinated planning and operational strategies. In
addition, rapidly increasing demand in many countries
necessilalas limealy and accurale investment decisions
o ensure grid capacily. With increasing weather anam-
alies and weather-depandent production, advanced
forecasting is fundamental for sscure and aptimal arid

aperation. Finally, the evalving geopalitical situation

requires a robust, data-driven —mll‘ﬂl&l‘lwm

that safequarnds .p_,.- sysiem at all times, including
when external entilies try 1o sabotage its oparation

Implementing DTs will contribute o solving major chal-
lenges and exploiting apportunities. They will provide
relevant insights for infarmed decision-making for grid
planning and system operation, leading to impraved
security of supply and grid ulilisation, as well as enabling
customer intagration o increase flexibility. This digital-
isation effort supparts creating a sustainable, sacure,
and compelitive energy markst

The joint task force emphasises the importance of
addressing key challenges to digitalisation for the future
of the EU electricity system. Fundamental barriers are
connacted 1o data quality, standardisation, and acosass.

>
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___opportunities_v1.1.pdf?utm_source=ENTSO-
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DCOO First Network Code on Cybersecurity for
© n t S O@ ENTITY the electricity sector has been published

E'LECTH{YIN\G EURDPE\ 24 May 2024
TSO DSO
. A =y . (S DSO Entity and ENTSO-E Joint Statement on Cyber Security Network
o Powerrons \“'. _ @mmmp Code
“ ?:/ Z

;2 7 ‘2 7
F’C; % A % A7 Today, the European Union published the first-ever EU Network Code on Cybersecurity for
e the electricity sector. The publication is an important step to improve the cyber resilience of

The new Network Code on Cybersecurity has been developed in response to the growing
digitalisation and interconnection of national power systems. It provides a common standard
i to ensure the security and reliability of the interconnected system.
o
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4SS critical EU energy infrastructure and services.
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Emergency
Response
Coordination
Centre
(ERCC)
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CERTIFICADO

Certificamos que et articulo técnico Plataforma de co-simulagao ciberfisica
para estudo de ciberseguranca em sistemas elétricos., presentado por THAIS
MARZALEK BLASI,

fue seleccionado en Segundo Lugar entre las presentaciones del comite

D2 - Sist de informacién, telecomunicacion y ciberseguridad,

dal XX ERIAC [Encuentro Regional Iberoamericano del CIGRE)

/ Ciudad del Este, 28 de mayo de 2025

ING. SILVER GUERRERO
PRESIDENTE DEL CIGRE - PARAGUAY
¥ COORDINADOR GENERAL DEL XX ERIAC

25 AL 29 DE MAYO
Ciudad del Este

Dar o1 ¥
Paragua)

bl |

b oot

OPAL-RT TECHNOLOGIES >
B°RAERT 17,642 followers
5d « Edited « @
v A fantastic close to XX ERIAC 2025 in Ciudad del
Este, Paraguay — and we're returning home with an
award!

= We're thrilled to share that Thais Marzalek Blasi's
paper, “Cyber-Physical Co-Simulation Platform for
Cybersecurity Studies in Electric Power Systems,”
received 2nd place for Best Paper presented at Study
Committee D2 (CIGRE) during the event!

This honorable recognition is strong validation of our
work advancing real-time cybersecurity research
through co-simulation — powered by our Cyber-
Physical solution with EXata.

Check out the paper here (Access requires XXERIAC
2025 credentials):
https://Inkd.in/d5_NJYw5
Curious to learn more? Feel free to reach out—we'd
love to share insights!

Thank you to everyone who attended Thais's session
and visited our booth to engage with her and Rita
Kwiek on the future of cyber resilience in electric power
systems.



CYBER THREATS ON POWER GRID

Cyber-Physical System (CPS)
Modern power grids are Cyber-Physical Systems

(CPS) composed of electrical and information Conventional power grid
infrastructure

Wide deployment of new technologies

Substation, transmission and distribution automation
More Distributed Energy Resources (DER)

Advanced two-way communication networks

Development of synchrophasor systems

New technologies, new challenges on cyber
security: Accidental! and Malicious

B REARETS
1) See NIST Program “Cybersecurity for Smart Grid Systems” Source: EPRI 2007 =



http://www.energy.ca.gov/research/notices/2008-08-05_RFP_smartgrid/presentations/EPRI_California%20Smart%20Grid%20Study.pdf
https://www.nist.gov/programs-projects/cybersecurity-smart-grid-systems

TESTING APPROACHES
MODEL/SOFTWARE-IN-THE-LOOP

WORKSTATION REAL-TIME SIMULATOR
= (Simulated Controller)

HARDWARE-IN-THE-LOOP

WORKSTATION REAL-TIME SIMULATOR ACTUAL SYSTEM

Controllers

2025-06-11

RAPID CONTROL PROTOTYPING

ACTUAL DRIVE &
MECHATRONIC SYSTEMS

WORKSTATION REAL-TIME SIMULATOR
— (Simulated Controller)

POWER HIL

ACTUAL SYSTEM

PV, Wind Farms, Motors, Loads,
Controllers, Protective relays

WORKSTATION REAL-TIME SIMULATOR POWER AMPLIFIER

A

SENSORS .‘

BN OPAL-RT
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REAL-TIME

Co-Simulation

BN OPALRT



CYBER PHYSICAL SYSTEM CO-SIMULATION

» Transition of traditional grids to smart grids
brings challenges

* Near impossible to perform cybersecurity Cyber threat
research in real environment modeling

 CPS testbed: integration of physical and CV!Oerlsy§tem
cyber systems within a simulation simulation

environment ( )

. D_ifferent simulation testbeds: offline, real
time Physical

» Synchronization is the main challenge in offline co- system
simulation testbed . :
simulation

* Real time testbed does not have same Monitoring
synchronization problem and recording

» Ability to interface hardware devices such as
controllers, SCADA systems in real time testbed

Co-simulation
scheduler

PN OPAL-RT

2025-06-11 =Wl TECHNOLOGIES



CYBER-PHYSICAL SYSTEM CO-SIMULATION

[ Power System Hiera rchy]

N
o
N
7
o
(@)}
=
=

/

Human Layer

[ Application

Operators

Layer

Communication
and Network Layer

[ Control, Sensor, ]
and Actuator
Layer

Physical Layer

”~

SCADA, EMS, DMS,
PDC, WAMPAC

Infrastructure

Protocols

Local Control

Relays

Gen / DERs

]
]
PMUs ]
)
)

Substations

Transmission Lines |

Inverters ]

:
<

Loads ]

||

P

g

KEYSIGHT

TECHNOLOGIES

Communication
simulation

OPAL-RT

TECHNDOLOGIES

Power grid simulation [N
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REAL-TIME SIMULATION OF POWER GRID

e Real time simulation (RTS) definition

Computation f(tn) ™~ f(tn+1) N

f(t)
. . . Sim. Clock * k* Q >
« RTS simulates a wide range of frequencies tos t toes
for different applications
* Phasor domain
* Electromagnetic transients =
« Fast electromagnetic transients - e

Phasor-domain
10000 Simulation

% Monitoring and

g Control s Protection and Control system

S +  Automatic testing

2 Generation ® Transmission and Distribution

§ 100 Control system modeling :
e FACTs& HVDC control Fast Electromagnetic

* support of Analog, Digital |/Os and - =

power electronics

Communication Protocols such as e vt | gt

fault locators

. €37.118, =
* Modbus, T s
« |[EC 61850,

* etc

Y

OPAL-RT
2025-06-11 % TECHNDOLOGIES



REAL-TIME SIMULATION OF COMMUNICATION NETWORK

* Any CPS testbed must be able to model high
fidelity communication network

* Network types such as satellite, wired, wireless,
5G can be designed

« Components such as switches, nodes, routers,
satellite, connected to one another via
communication links

 Cyber attacks such as packet modification,
acket delay, hackln% social engineering
phishing email), DOS initiated, vulnerability
ex%lmta lon, worm and virus propagation on
nodes

KEYSIGHT

TECHNOLOGIES

Solutions Partner

2025-06-11 el TECHNOLOGIES



Cyber-Physical System (CPS)

Co-Simulation Testbed




INTEGRATED CYBER-PHYSICAL SIMULATION

Seamlessly combine advanced
power grid simulation with cutting-
edge communication network
modeling in a single platform.

With built-in support for a wide
range of communication protocols -
Including IEC 61850, DNP3,
Modbus, and more - we enable
realistic testing of system
iInteractions, optimizing workflows
and minimizing latency.

1

WY Analog/Digital :
170 Modules 0

1

(SEEE SPF/Optical Ports :
1

ONBOARD
ETHERNET PORTS

MULTI-CORE : ONBOARD
cPU(s) jmmmmmemeeen] RS-232 PORT

ADD-ON MODULES
~ _me (PCle/PCl)

-Ethernet ports

-Time synch

e -Automotive buses
sPee -Avionic buses

.’ -RS-232/422/485

Note: Not all simulators support more than one add-on module,

REAL-TIME SIMULATOR

PN OPAL-RT
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COMMUNICATION PROTOCOLS

Supported Communication Protocols with EXata CPS(Ethernet-Based)

IEC61850 GOOSE, SV & MMS
C37.118

DNP3 |
IEC 60870-5-104 T
TCP/IP. UDP/IP o

Modbus TCP - ‘

61850-9-2 Sampled Values INTELLIGENT

SCADA REAL-TIME : ' ELECTRONIC
System SIMULATOR : : DEVICES (IED)
— — - : (Relays,

. Eth (Breaker Status,...) Eth (Trip, Release,...) : Merging Units,..)

Time Synchronization Interface =

61850-8-1 GOOSE

PN OPAL-RT

2025-06-11 ==smWl TECHNDLOGIES



CYBER-PHYSICAL POWER SYSTEMS (CPPS) TESTBED

Virtual Power Grid

- Y = " - - LW gy - U

Physical Devices & Systems
(SCADA, Relays, PMUs, IEDs, Controllers, etc)

+
Virtual Communication

M
Network . )
T Digital I/0s
i S
o= . o Oy, Analog I/0s
—_ ¥ e Time Synchronization (IRIG-B, 1PPS, IEEE 1588 PTP)
s AT Communication Protocols (DNP3, IEC 61850, Modbus, C37.118,
_1'...
OPC-UA, IEC-104, etc.) ]
2025-06-11 RN AT



SOLUTION FOR CYBERSECURITY APPLICATIONS

POWER
SYSTEM

simuLaTion A
RT-LAB

HYPERSIM

o DEVICES UNDER TEST
EMULATION | EX3[4 —

_,ﬁ /NTERNE/CLOUD
LE — -»14- «
1 o

EMULATED DEVICE SIGNALS

REAL-TIME SIMULATOR OP4610XG OP5705XG OP5707XG

Compact Mid-Range Simulator Versatile Real-Time Simulator Flagship Real-Time Simulator

OP5033XG

Brute Force Computing

Performance Performance Performance Performance

CPU Model Size

FPGA Model Size

Scalability
=

CPU Model Size CPU Model Size CPU Model Size

FPGA Model Size FPGA Model Size FPGA Model Size

Scalability Scalability Scalability




EXata CPS
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INTEGRATION OF GRID AND COMMUNICATION SYSTEMS

Communication Link
"""" (IEC 61850, DNP3, MODBUS)

LEVEL 3
Supervisory and
Market Functions
Aggregating
Agent

-~
( A_-.......O..........\\..‘......0.....‘.O......‘O.......'....Q...
0 ~

Simulated Microgrid Controller

o
.
.

LEVEL 2
Transition
. T e and Dispatch
Communication System I e ey ey FUnCHORE
Emulators (EXata CPS) can .
= I
. b
be inserted at all levels to Control / » |
Prgtegtlon 'I,‘ : . LE\'IEL;
evice Ld ontrol an
analyze performance and Wi | e . Protection

sensitivity to cyberattacks and

,' s PControl /
rotection
o @ Device

to analyze counter-measures

Pttt e e e e

Real-Time
Simulator

AHOMLIN A3LVINWIS
00000000000 NOONOBROOORORNOOORDOIRNOOINRTOEOPOTRORNOBRBERODS

OPAL-RT
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CYBER-PHYSICAL SYSTEM SIMULATION OVERVIEW

Number of

Single-il;lase nodes gxéi_ a!

=1 ]
Mim m

20,000 ePHASORsim

Real-time transsent
1 uim stability simulator

10 ms time stap

2,000

HYPERSIM
1,000 Large scale power system simulation
for utilities & manufacturers
500 10 s o 100 ps time step

100 eMEGAsim

Power system & power electronics simulation

10 L based on Matiab/Simulink & SimPowerSystem eFPGAsim - eHS & eMMCsim O
10 s fo 100 s time step [Da | RT-LAB | s e pem s mesation oa FPGA
-

1 Hz 100 Hz 20 KHz 100 KHz 1 MHz 10 MHz 100 MHz
(1s) (10 ms) (50 ps) (10 ps) (1ps) (100 ns) (10 ns)

Frequency and period of transient phenomena simulated s OPAL-RT

2025-( =Wl TECHNOLOGIES



gxéfﬁ' - MODELING, MAPPING, VIRTUAL COMMUNICATION LINK

EX EXata
File Edit WView Tools Animation Help
.erﬂitect mnnalyzer PacketTracer File Editor

- O X

Q

¢|Y:|109.1s

il -l %?@Qq,@‘ ‘tz"*'@ x: 307,82

= |z: |0.00

Human in the Loop:

;&ﬁgcm EEmuIaﬁon'Q-x

| 1000

E—

T

E &, scenario Properties untited_1 | PES_2019_4* | PES_demo
=
= 1] 500
& B Devices | | . | | | | \ . | .
o _—
i —
- =
et = .
I}
=
] =
3 J
e
= [ uMTS Devices -
-
= ;
§ = I
2 R | N
i |
" -
N g
5 =4
Z
= [ Network Components
- L]
_: 1 ![4]
[}
=
=
v ]
£
-]
g _
e =
(=
"% E 1
= Applications
CELL FTFP
CBR | yiar || PP || GEn
100K || SUPR || TEL
GSM 1 “up” || AP || NET =

Toolset | Standard =

Select a node by dicking on it inside the 3D View

Table View = Output Window | Error Log | Watch Variables | Batch Exp

Nam

Fie Edt View Tods Anmaton Hep

(L) acctect | [y1y] Anslyzer

= | 1] e EX Connections between EXata nodes and Operational Hosts ? x
- + :ﬁ =1 Vi
. Connections between EXata nodes and Operational Hosts =
EXata Mode IP Address IP Address Input Type CPAL-RT Device Interface Name ~
1 1->190.0.1.1 Filz publ_BESS1 ref ¥ ex_ethl?
2 2->190.0.1.2 File publ_PCC v ex_eth1?
3 3->190.0.1.3 File publ_BESS_3 v | ex_ethd
4 4-->190.0.1.4 File publ_PV ¥ ex_eth7
5 5-=190.0.1.5 File publ_Load4 ¥ ex_ethis
6 &->190.0.16 Fil= publ_BESS_2 - ex_eths
7 7-->190.0.1.8 File publ_CHP - ex_ethil
3 8->190.0.1.9 File publ_Load3 ¥ ex_ethis
9 9->190.0.1.10 File publ_Loadl ¥ ex_ethl3
10 10 —=> 190.0.1.11 File publ_BESS_1 - ex_eth v
€ >
Tip: Virtual Nodes can be configured via Connection Manager also
Apply CK Cancel
1) Packet Tracer

BEH LeOQAS ® P e 5los[ s 5o

AR I AT
@ Scenario Propertes. untitied_1

& Devices

CS L P
=0

el

PES_2019_4°

EEnistn ~/& dap ¢

PES_demo

8
3§
LCHE 2]

Toolset  Standerd

Y TableView Output Window Errorlog Watch Variables  Batch Experiments

Select a node by didang on it nside the 30 View

25

B
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/
~\ Exlg’ | FRAMEWORK & LAYERS

N
\
[ 3
\\\
\\
AN
AN

Defensive Model

* Firewall models B Application
 Interface with attack

generators & IDS

Vulnerability Exploitation/ \Virus and
Worm Propagation

:| Host Model/ Application Attacks

bt Transport

Routing Misconfiquration - Denial of Service Attack
Attack(Man-in-the-middle)

Modify Packet Attack(Inteqrity)

--------------------------- — MAC e A wired & Wireless
_ ‘v Wireless
1 Signal Strength/ Interfecrence
Physical

M OPAL-RT
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PRE-BUILT CYBERATTACK & DEFENSE LIBRARY

Model Name Model Type
Adaptive Attacks Attack Model
Anonymous On-demand Routing (ANODR) Protocol Routing Protocol
Botnet Worm and Virus Attacks Attack Model

CPU and Memory Resource Model

OS Resource Model

Credential Model: IFF Certificate

Network Layer

Data Transfer Attacks Attack Model
Denial of Service (DOS) Attacks Attack Model

File Attacks Attack Model
Firewall Model Network Layer
Hacking Attacks Attack Model
Host Model Application Layer

Information Assurance Hierarchical Encryption Protocol
(IAHEP)

Network Layer

exata B

(=] 4}

* Accelerate your cybersecurity testing with a readily available

library of programmable attack and defense models.

* Simulate real threats like man-in-the-middle, denial-of-service,
and spoofing, while testing countermeasures such as firewalls
and antivirus solutions—saving months of development time.

Internet Protocol Security (IPSec) Model Network Layer Model Name Model Type
Internet Security Association and Key Management Network Layer Ransomware Attacks Attack Model
Protocol with Internet Key Exchange (ISAKMP-IKE) Remote Access Attacks Attack Model
Malware Virus Attacks Attack Model -
Malware Worm Attacks Attack Model Rootkit Attacks Atteck Model
Modify Packets Attacks Attack Model Secure Neighbor Model Network Layer
Network Scanning Attacks Attack Model Vulnerability Attacks Attack Model
Phishing Email Attacks Attack Model Wired Equivalent Privacy (WEP) and CTR with CBC- MAC Layer
Port Scanning Attacks Attack Model MAC (CCMP) Model
Public Key Infrastructure (PKI) Model Network Layer Wormhole Model MAC Layer
2025-06-11 .

=
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Attack Editor ? X

. General LUl Help
Exatd - CYBER ATTACKS =
-~ crE Property Value 28
[-] Command Type Attack Command v
Attack Name ’Mulﬁply_attad-:
[ Attack Type [Modify Packets | v| [
Attacker Node 13 b
[ Layer Type [mac | v| 4
[-] MAC Layer Filter Yes A
Source MAC Address |aney |
Destination MAC Address  [01-0C-CD-01-00-19 | |
Ethernet Type [any |
. [-] MODP Attack Type Flow Modification v
_ Deactivate Node(s) Number of Flow Modifications |0 ]
l e Activate Node(s) [ MODP Attack Type Data Modification | v
Sl Firewal Settings , [-] Number of Data Modificatons | 1 | | @
-] Data Modification Type [0] | Multiply v 4
Utility 1::;:“ m g DOS Attack ' ; [-] Multiply Type [u]we ’ Value v
— W I g Value Type [0] 16 Bit Unsigned Integer ~| |4
Malware g Start Byte [0] 114 | @
Modify Packets k Multiply Value [0] 2 | @
Metwork Scanner k Delay_aAttack
asa Port Scanner b Multiply_attack
Generate Attack HITL Command Save Cancel

Social Engineering

Vulnerability Attack

bdq

|||||r I||-|-|||-|
OPAL-RT KEYSIGH

TECHNOLOGIES TECHNOLOGIES

J V2

BN QPALRT 2



UKRAINE CYBER ATTACK SIMULATION (SCADA)

e Scenario based on cyber-attack
which caused outage on
Ukraine power grid in 2015 ik odel ek aymsios

* Power grid model in HYPERSIM

* Network model with grid
operators, SCADA HMI

e Attacks:
e Social engineering attack ->

Scenario Design:
Real World Cyber
Attack Script

OPAL-RT Target:

phishing email PHlshingmal | Hypersim / RT-LAB

Live User Interface

2 EXata CPS
user actions enable

* Worm infecting PCs, stealing attack to progress
credentials of SCADA HMI -
operator workstation

* Attacker uses remote scApadlaL
connection to SCADA HMI
workstation and causes power
outage by opening breakers BN OPAL-RT

=Wl TECHNOLOGIES
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HIL MICROGRID CONTROL (IEC 61850)

y i -
O WAN ) —— s
. .
T~ Control Center
EXata Simulated
Communication Network
|— _—— e T
Station i Eﬁ | % [ ]
Level S N
| Convter | o o
MGCS | SCADA
e T A R
Station Bus l i I
MMS, GOOSE | |
L Switch 1
Bay
Level
|ED#1 IED#2 IEE#FS IED#4 IED#5 |E|:7#6
Process Bus ‘ ‘ s ‘ | ‘
GOOSE, SV, SMV
Switch
Process
Level e et e B e Kt ot CELDERCRERPEREE BEPREE
WA
| - $ K s | i
PV WIND BESS1 BESS2 BESS3

 Communication topology
based on IEC 61850

* GOOSE messages transmitted
between Controller and IEDs
assigned to DERs

 Simulated network is between
IEDs at bay level, Microgrid
controller at station level, and
a switch

OPAL-RT

EEEEEEEEEEEE

Lo

=




HIL MICROGRID CONTROL (IEC 61850)

HYPERSIM
(Microgrid model)
Virtual link m

EXataCPS$ 1.1 .4
(Communication network) Exa Z;(Pas

OPAL-RT Simulator
3 Linux OS
i -
o —
Local Network _ — = ~
— Lo -
— o -
Windows PC e
Microgrid PQ demand Microgrid PQ distribution
islanding request Islanding command
DER measurement DER set points
Breaker status Breaker commands
= (IEC 61850) (IEC 61850)
b ~
~
~
~
~
~
~
~
~
-~ ~
Local Network B 1

ol ™ - BUBBBBBRML L /dddddanin

X SEL 3360
= Linux OS

m (Microgrid controller)

BN OPAL-RT
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DEFENDING AGAINST COORDINATED CYBER-ATTACKS
ON A 5G-ENABLED MICROGRID

Hybrid simulation of a
I\/I i C rog ri d SySte m ‘ D PA I_' R T "PS105 Defending against coordinated Cyber-Attacks on a 5G-Enabled microgrid."

. —smWl TECHNOLDOGIES m RT-LAB ’wﬁgmsoﬁﬂ
EMT (Electromagnetic DEMO SPOT Scope
Transients) simulation -

LA

nd Breaker
|
|
| o 20 40
AW Time (s)
Load Breaker 12
Grid Forming . =
1
gidh :
S o8
"o 20

Frequency (Hz)
g 8 3 =

Cyber-attack modeling

Voltage (p.u)

Analyze the effects of

various cyber threats on m“'; (Do Do D =
Power Systems, wisspens B ws R
particularly focusing on P

Microgrids with e O 3

Distributed Energy !

Resources (DERSs). e

BN OPAL-RT
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5 Australian £l B [
((( &l . National B >

ArizonaState -1 University V soise stare  Carleton

LEVERAGING CO-SIMULATION HIL PLATFORMS " sk FIU FSu —
() Pemmmmm "EREN T e -
1 OntarioTech PURDUE o UN'IE/“E'RES“I'T‘T’
: - % M Gll UNIVERSITY NORTHWEST ﬁT;ETI\kJNESEEE
Simulate Complex Attack Scenarios ¥ G =
TEXASYSTATE 7w TUHH = Ishﬁ‘éef{ggl(a
i - A5 swmiaveen i
CJ6 Complex and adaptative cyber-attacks as malware, Ontveksiry 7 PSS UF
DDoS, data integrity manipulation, and protocol E’ VVVVVVVVVVVV A 4 )
exploits in controlled environments BN B4 FouEsn IV GEW Ve
Validate & Test — G;RS?\JSW ’ — ';gf:g::?:
O Hybrid testing environment (HIL approach) OOBE (= 10 €
for IEDs, digital substation, power grid vohammedVt g aneantc unversiy

# NewYorkPower l
k? Brookhaven @ Authority institutos lactec

National Laboratory

|
MW Hops cEPm1I b0

and SCADA control centers

Develop Countermeasures

) _ _ ‘ el Sandia
Enabling responses to emerging threats tavorarory  NCIT L Natoal
e By e aboratories
thanks to the development of robust/cyber-secure A )
. Southern b U=
control algorithms to ensure the robustness and Company
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